DATA PROCESSING AGREEMENT
 
This agreement (“Agreement”) is entered into on 13 July 2023 between XXX Council (“CONTROLLER”) and Hertfordshire County Council (“PROCESSOR”), under which PROCESSOR receives personal data (as defined below) for the purpose of providing services. 
PROCESSOR will receive personal data from or on behalf of CONTROLLER the processing of which is covered by the Data Protection Legislation (as defined below). PROCESSOR agrees to protect such personal data as required by this Agreement and to enforce the same terms in agreements with all and any SUB-PROCESSORs acting on its behalf.    
In consideration of one peppercorn, receipt of which is acknowledged, PROCESSOR shall comply with the security, confidentiality and other obligations imposed on it under this Agreement.
Background
In their March 2023 meeting, DCSs of the Eastern Region met and reviewed plans for a region-wide analysis of placement sufficiency, which would entail sharing of personal sensitive data rather than just aggregates. The rationale for this is outlined in the DPIA.
To enable this to be done securely, and with due respect to the rights of data subjects, the project envisages:
· The region’s local authorities (“LAs”), including the CONTROLLER, placing a copy of personal sensitive data about vulnerable residents in a secure data platform controlled by the PROCESSOR (the “Data Platform”), and managed for them by the not-for-profit data specialist Social Finance Limited who provided the same service to the 33 London LAs.
· Access to regional datasets will be granted on a case-by-case basis to named individuals at 'analytical partners' (sub-processors as described by Clause 10.1) to conduct further data transformation and dissemination of analytical outputs.
This agreement is designed to govern the conditions under which that processing takes place.

Structure of the Agreement
This agreement is designed to be extensible, so that whenever further data processing via the Data Platform is required, there is the option of relying on these terms to do so by simply agreeing a new Schedule to describe the new process. To that end:
· Clauses 1-11 and Schedules 1 and 2 of this agreement are designed to be generic to all data processing. They describe the standard data flows, processors, and safeguards which are expected to be common to a number of processing operations or ‘use cases’.
· Each Schedule from Schedule 3 onwards describes a specific ‘use case’, including:
· Nature and purpose of the analysis;
· Scope of data to be processed;
· Approach to minimisation
· Any variance to the data flows, processors and safeguards agreed in the main body of the contract and Schedules 1 and 2.
Definitions – Summary.
“Data Protection Legislation” means any data protection legislation from time to time in force in the United Kingdom including, but not limited to, the UK GDPR – which means the retained EU law version of the General Data Protection Regulation (EU 2016/679) (EU GDPR), Data Protection Act 2018, any legislation which succeeds that Act, and any other directly applicable European Union data protection or privacy regulations (for as long as, and to the extent that, the law of the European Union has legal effect in the United Kingdom), and, where applicable, guidance and codes of practice issued by the Information Commission Office and any relevant data protection supervisory authority or authorities. For purposes of this Agreement, “data subject,” “personal data,” “special category data,” “personal data breach,” “processing,” “controller,” and “processor” have the meanings given to them in the UK GDPR.
In this Agreement the following words and phrases shall have the following meanings, unless expressly stated to the contrary:
“Act” means the Data Protection Act 2018 (DPA18);
“Authorised Representatives” means the nominated lead officer representing the CONTROLLER and the PROCESSOR with delegated authority to handle the day-to-day matters arising from this Agreement;
 “Data” means the personal and special category data supplied by the CONTROLLER to the PROCESSOR;
“FOIA” means the Freedom of Information Act 2000, as amended;
“UK GDPR” means the retained EU law version of the General Data Protection Regulation ((EU) 2016/679) (EU GDPR) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of Section 3 of the European Union (Withdrawal) Act 2018 and as amended by Schedule 1 to the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019 (SI 2019/419);
“Parties” means the parties to this Agreement, namely the CONTROLLER and the PROCESSOR; 
“Pseudonymised or Pseudonymised data” bears the meaning in Article 4.5 of the UK GDPR;
“Request for Information” means a request for information or a request under FOIA.
Term. 
This Agreement will remain in full force and effect unless the Agreement is terminated earlier by either party in accordance with Clause 2.2 below. 
1.1. Either party may terminate this Agreement by giving thirty (30) days’ prior written notice to the other party.
1.2. [bookmark: _Ref522528081]For the avoidance of doubt, the obligations of confidentiality imposed on the parties by this Agreement shall continue in full force and effect after the expiry of this Agreement.
1.3. Upon termination or once the purposes outlined in Schedules 3 onwards are achieved, PROCESSOR shall destroy and delete the personal, special category and pseudonymised data it received in accordance with such services. Both parties shall agree on the destruction process, ensuring that it meets standards including but not limited to the following:
a) The personal data is completely removed from all physical and electronic systems, including any back up, storage media and archiving systems;
b) All personal data on hardware is securely deleted and the hardware sanitised prior to re-use by PROCESSOR; and
c) Items deemed for refurbishment and/or re-use go through a full diagnosis, test and data cleansing process.
PROCESSOR shall confirm in writing that it has performed the necessary actions to destroy all copies of the personal data, giving full details of the actions taken and dates carried out. 
2. Roles of the Parties.  
2.1. Both parties will comply with all applicable requirements of the Data Protection Legislation. 
2.2. This Agreement is in addition to, and does not relieve, remove or replace, a party’s obligations under the Data Protection Legislation. 
2.3. The parties agree that, for purposes of the Data Protection Legislation and as between the parties, CONTROLLER will be the controller of personal data and PROCESSOR will be the processor of personal data. 
3. [bookmark: _Hlk526955764]Scope.  The scope, nature and purpose of processing are defined in Schedules 3 onwards to this document, with each Schedule individually authorised by the Director of Children’s Services of the CONTROLLER.
4. Restrictions.  
4.1. The provision of personal and/or special category data will be strictly limited to the purposes outlined in Schedules 3 onwards and will not be further processed by the PROCESSOR without CONTROLLER’s prior written authorisation.
4.2. Where possible anonymous data will be provided by CONTROLLER to PROCESSOR, however, both parties acknowledge that in certain circumstances personal and special category data will be shared. 
Access to the personal and special category data will be restricted to staff members of PROCESSOR who are directly involved in the processing of the personal and special category data for the purposes of project.  
4.3. PROCESSOR will not take any steps to contact any data subjects, unless with CONTROLLER’S prior authorisation.
5. Data Flows. 
5.1. Without prejudice to the generality of Clause 3, CONTROLLER will ensure that it has all necessary appropriate consents and notices in place to enable lawful transfer of personal data to PROCESSOR for the duration and purposes of this Agreement.
5.2. Data flows and security are further detailed in Schedule 2.
6. Processor Obligations. Without prejudice to the generality of Clause 3, PROCESSOR shall, in relation to any personal and special category data processed in connection with the performance by PROCESSOR of its obligations under this Agreement:
6.1. process personal data only on the written instructions of CONTROLLER unless PROCESSOR is required by any Data Protection Legislation. Where PROCESSOR is relying on Data Protection Legislation as the basis for processing personal data, PROCESSOR shall promptly notify CONTROLLER of this before performing the processing required by the Data Protection Legislation unless the Data Protection Legislation prohibit PROCESSOR from so notifying CONTROLLER;
6.2. ensure that it has in place appropriate technical and organisational measures to protect against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data, appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting personal data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to personal data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it);
6.3. ensure that all personnel who have access to and/or process personal data are (i) obliged to keep the personal data confidential and (ii) aware of their responsibilities and are suitably trained in connection with processing the personal and special category data; 
6.4. not transfer any personal and special category data outside of the United Kingdom or the European Union unless the prior written consent of the CONTROLLER has been obtained and the following conditions are fulfilled:
a) PROCESSOR has provided appropriate safeguards and/or permissions in relation to the transfer;
b) the data subject has enforceable rights and effective legal remedies;
c) PROCESSOR complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any personal and special category data that is transferred; and
d) PROCESSOR complies with reasonable instructions notified to it in advance by CONTROLLER with respect to the processing of the personal data;
6.5. assist CONTROLLER, in compliance with legislation, in responding to any request from a data subject and in ensuring compliance with its obligations under the Data Protection Legislation with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators;
6.6. notify CONTROLLER immediately on becoming aware of a personal data breach; and
6.7. at the written direction of CONTROLLER, delete personal data in accordance with Clause 2 above or return personal data and copies thereof to CONTROLLER on termination of this Agreement unless required by Data Protection Legislation to store the personal data.
7. Audits; Inquiries. 
7.1. PROCESSOR will provide all relevant information and assistance requested to demonstrate compliance with this Agreement and allow for and contribute to audits.  
7.2. When responding to CONTROLLER’s information or audit requests, PROCESSOR will inform CONTROLLER if it believes that any CONTROLLER instructions regarding personal data processing would violate the Data Protection Legislation.
8. Indemnification.
8.1. Each party will comply with any of its obligations under this Agreement or the Data Protection Legislation as required by the Act or UK GDPR.
8.2. In connection with the project, CONTROLLER hereby indemnifies PROCESSOR, its, directors, officers and employees (each an “Indemnified Person”), to the full extent lawful, against any loss, claim, damage or liability (or actions in respect thereof), including, without limitation, legal fees, costs and reasonable expenses incurred in connection with investigating or defending any claim or pending or threatened action, in each case, as such expenses are incurred or paid, (a “Loss”) arising out of or relating to proceedings taken against PROCESSOR by any person (other than CONTROLLER) involved in the Project. 
8.3. The Indemnity at Clause 9.2 shall not apply where PROCESSOR or an Indemnified Person: 
a. is in material breach of the Terms of this Agreement; 
b. is guilty of a misrepresentation (fraudulent or otherwise) in relation to the Project; and/or 
c. is guilty of bad faith, gross negligence or wilful misconduct in the delivery of the project.
9. Subcontracting. 
9.1. CONTROLLER authorises PROCESSOR to transfer personal data to the sub-processors named in Schedule 1 (sub-processors) for purposes of providing the services described in this Agreement to CONTROLLER. 
9.2. PROCESSOR will seek written authority from CONTROLLER prior to addition of further sub-processors. 
9.3. PROCESSOR will enter into an Agreement with such sub-processors that is compliant with the Data Protection Legislation and meets the requirements of Clause 7.
10. Miscellaneous. 
10.1. Independent Contractor. Each party will be deemed to be an independent contractor and not an agent, joint venture, or representative of the other, and neither party may create any obligations or responsibilities on behalf of or in the name of the other party.
10.2. Variation. No variation of this Agreement shall be effective unless it is in writing and signed by the parties (or their authorised representatives).
10.3. Waiver. No failure or delay by a party to exercise any right or remedy provided under this Agreement or by law shall constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict the further exercise of that or any other right or remedy. No single or partial exercise of such right or remedy shall prevent or restrict the further exercise of that or any other right or remedy.
10.4. Severance. The invalidity, illegality or unenforceability of any one or more provisions of this Agreement shall in no way affect or impair the validity, legality or enforceability of the remaining provisions, which shall remain in full force and effect.
10.5. Third party rights. This Agreement does not give rise to any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement. The rights of the parties to rescind or vary this Agreement are not subject to the consent of any other person.
10.6. Governing law; Jurisdiction. This Agreement will be governed by and construed in accordance with English law. The courts of England will have exclusive jurisdiction to settle any dispute which arises out of or in connection with this Agreement and the parties hereby agree to submit to that jurisdiction.

This Agreement has been entered into on the date stated at the beginning of it.

LA 1						HERTFORDSHIRE COUNTY COUNIL		
				
Signature					Signature

					
Name						Name

)        
Title						Title

Date						Date
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Schedule 1 - Sub-processors

	Organisation
	Registered Address
	Registration Number(s)
	Data Protection Officer
	Role(s)
	Date Approved

	Social Finance Limited
	87 Vauxhall Walk, London, England, SE11 5HJ.
	Company Number 06402143
	Kaj Siebert
	Provision of secure data platform;
Provision of data pipeline; and
Creation of analyses.
	DPA signing date

	London Borough of Ealing (trading as ‘The Commissioning Alliance’)
	Ealing Council, 14 Uxbridge Road, London, W5 2HL.
	N/A
	Lorraine Cox
	Hosting analyses and making them available to authorised users. This may include hosting some pseudonymised personal data. It will include holding personal data about the users of the service.
	DPA signing date




Schedule 2 - Data hosting, flows and security

A. DATA HOSTING
A secure data-sharing platform for personal data 
Hosting data within the Data Platform and running analysis within its secure environment allows for increased data security compared to ad hoc data sharing, as it drastically reduces the risk of data breaches associated with email transfers, data downloads or holding data locally. The data platform security was designed to protect personal data; it is detailed in ‘Data security’ below. 
 
B. DATA FLOWS 
The data shared by the LA goes through the following steps:   
1. Upload data   
2. Prepare data for analysis   
3. Analyse data   
4. Share analysis   
These are expanded upon below and are represented in the data flow diagram in Figure 1, along with a description of access rights.  
Note – The analysis provided will include comparative charts and tables of LA-level data, but will not include synthesised insights that may be derived by reviewing and interpreting these charts and tables. 
The flows in steps 1 and 2 above are the same for all data processing activities covered by this Agreement.   
The flows in steps 3 and 4 are specific to each processing activity (e.g. Sufficiency Analysis would involve different flows to future use cases if they involve different organisations processing data). 
Therefore:  
· Steps 3 and 4 will be described in detail for each use case in Schedules 3 onward of this Agreement; and    
· The only material we provide here regarding steps 3 and 4 is a generic description (e.g. PROCESSOR does X rather than named organisation does X).   
 
1. Upload data   
The CONTROLLER transfers data to the PROCESSOR (including named sub-processor) using a secure method of the CONTROLLER’s choice.  
The PROCESSOR provides a default secure option as follows: The CONTROLLER is given access to a private folder in the Data Platform and uploads the data there. This folder is only accessible by authorised personnel from the CONTROLLER, and authorised personnel from the approved sub-processor managing the Data Platform on the PROCESSOR’s behalf who require access to the master key for data encryption in order to provide the agreed platform management and support services (“Data Platform Admin”). Data Platform Admin’s access to this folder will be monitored.       

2. Prepare data for analysis   

i. Preparing the data of a single CONTROLLER
The PROCESSOR (or named sub-processor) runs scripts within the Data Platform environment to:   
· Degrade certain data fields to protect data subject anonymity to the fullest extent possible, e.g. date of birth transformed into month of birth; postcode transformed into postcode sector; and   
· Assess data quality (missing values, logically inconsistent values).   
At the end of this process, the data is pseudonymised. Identification of individuals would only be possible with access to the CONTROLLER’s case management system.  
The CONTROLLER’s processed dataset is deposited back in the CONTROLLER’s private folder; the CONTROLLER can download the processed dataset for analysis.   

ii. Creating analysis-specific views
For each analysis to be done, a ‘view’ of the data is created which contains only the minimum necessary scope of individuals and of data about those individuals to make the analysis viable. Each of these combines data from multiple LAs but is typically reduced in scope. For example:
· Fewer than the full set of data subjects (e.g. only children in care, rather than all children with a social worker);   
· Fewer than the full set of fields describing each data subject (e.g. only information about the children’s demographics and the placement, rather than information about needs and disabilities); or   
· Data from a shorter period of time than is available in the full dataset (e.g. just the last 12 months).   
During this process, additional data minimisation and data degradation steps may occur to further reduce the scope of data processing.
The analysis-specific datasets are deposited into the PROCESSOR’s private folder (“Analysis folder”) in the Data Platform, access to which is restricted to named individuals at the PROCESSOR (or named sub-processor) with direct involvement in analyses of that dataset.  

3. Analyse data  
Access to each of these datasets in the Analysis folder is restricted to named individuals at the PROCESSOR (or named sub-processor) with direct involvement in analyses of that dataset.  
The PROCESSOR accesses the dataset in the Analysis folder in one of two ways:  
· Local download via a secure username/password combination. The dataset is then stored in a restricted area of the PROCESSOR’s data warehouse with access granted only to staff directly involved in its analysis; or   
· Remote access via a secure link, connecting directly from within analytical software (e.g. Power BI). The dataset is stored in the cache of the analytical software only, with access granted only to staff directly involved in its analysis.      

4. Share the analysis   
Aggregate analytical outputs are shared with all LAs via securely hosted software (e.g. Power BI). In all shared outputs, data is aggregated. LAs will be identifiable in these shared analyses, allowing benchmarking and comparison between LAs.  
  
C. DATA SECURITY FOR STEPS 1 & 2
Hosting data within the Data Platform and running analysis within its secure environment will allow for increased data security, as it drastically reduces the risk of data breaches associated with email transfers, data downloads or holding data locally. The architecture of the platform, as detailed below, has been designed specifically with this use-case in mind and it holds data security as its core principle.  
 
Folder access rights on the Data Platform   
Access to any part of the platform requires individual access credentials (controlled through the platform identity and access management system and governed by appropriate security technologies i.e. single-sign on via major identity providers, password complexity and multi-factor authentication).  
Controller’s private folder - The CONTROLLER’s private folder on the Data Platform is created manually by the Data Platform admin. Several approved staff members from the CONTROLLER can be given access to the folder.   
The PROCESSOR will not be able to access the data hosted in the CONTROLLER’s private folder. Beyond staff at the CONTROLLER, only Data Platform Admin will be able to access this folder to grant access rights and initiate data processing.   
Analysis folder - The Analysis folder on the Data Platform is only accessible by authorised personnel from the PROCESSOR conducting the analysis and the Data Platform Admin and data engineer.   
See Figure 1 for a visual description of access rights. 

Data retention and deletion  
Unless otherwise specified, data will be retained until six years have elapsed since data collection by the CONTROLLER. Previous analysis finds that six years is the minimum for good quality journey analysis (an analytical approach we expect to employ), but that having more than six years’ data does not materially help to answer new questions or answer existing questions with greater certainty or granularity.   
Maintenance of this retention is implemented as part of the automated processing of data on the Data Platform.   

On termination of the data processing agreement, all data will be deleted from the CONTROLLER’s private folder and the Analysis folder.   
The CONTROLLER can request the deletion of data at any time before the termination date.   
   
Data Platform infrastructure   
The application is architected to be secure by design. It follows National Cyber Security Centre (NCSC) best practice for cloud applications and its use of Amazon Web Services (AWS) for all core application components means that it is based on the most solid and robust of cloud platforms.   
Specifically, it adheres to the NCSC guiding principles as follows: 
 
Principle 1 - Data in transit protection 
· The Data Platform will use the latest SSL certificates. 
· Connections will be 128bit encrypted and authenticated using TLS 1.2 (data encrypted in transit). 
 
Principle 2 - Asset protection and resilience 
· Data will be hosted on AWS in a UK availability zone and a UK data centre. 
· The AWS data centre is secure and highly monitored (full list of procedures in place available here). 
· Data tables will be stored in AWS S3 buckets protected by a private key/user password combination (data encrypted at rest). 
· AWS is certified ISO 27001 (full list of AWS certifications available here). 
 
Principle 3 - Separation between customers 
· Robust use of Identity and Access Management (IAM) will prevent users accessing or processing data or systems outside their own.  
 
Principle 4 - Operational security 
· The platform will be subject to robust and well-defined operational processes. 
· Releases will be timely and well managed through a deployment management framework. 
· Incident management will have clear procedures and communication will be timely. 
 
Principle 5 - Governance framework 
· A governance framework will be established to clearly define feature extension signoff, administration oversight and eventual handoff of the system to a suitable long term owner as required. 
 
Principle 6 - Personnel security 
· AWS personnel are subject to robust vetting and security checks.  
· Access to systems from inside the Data Platform will be limited to those identified in the data flows section above. 
 
Principle 7 - Secure development 
· Engineering will follow software development best practices, including merge protections and code review. 
· Deployment will be automated and follow a test > release process across multiple environments before production. 
· Code will be subjected to multiple levels of automated and manual testing. 
 
Principle 8 - Supply chain security 
· Software dependencies will be tracked and vulnerabilities automatically reported. 
· Dependencies in code run on the processing environment will be subject to a robust and well managed allow-list. 
 
Principles 9 and 10 - Secure user management/ Identity and authentication 
· Uploads will be private as default. 
· Single-sign-on via major identity service providers (Microsoft Active Directory, Google Cloud Identity) will provide best in class password complexity enforcement and multi-factor-authentication requirements. 
· A full audit log for user access and data movement will be recorded. 
 
Principle 11 - External interface protection 
· Exposed user interfaces will follow best practice for user-facing application security – including cross-site scripting protection and cross-site request forgery protection. 
· The minimum required API will be exposed to reduce the available attack surface to the smallest possible. 
 
Principle 12 - Secure services administration 
· Administration of AWS services and infrastructure will be carried out entirely through the AWS console and administration system which is subject to the resiliency and security principles laid down by Amazon themselves. 
 
Principle13 - Resilience and auditing 
· The application will be fully penetration tested before production release is granted. 
· Regular security audits by qualified third-party organisations will be carried out. 
· Data protection from loss and lack of availability on AWS will be covered by their business continuity and disaster recovery policy. 
 
Principle 14 - Security by design and default 
· The design of the system is such that users will be subject to guardrails which prevent accidental misuse.  
· Code run on the platform will be sandboxed and airgapped from the wider internet. 
· Controls and role based access will prevent data leaking between users or clients. 

Figure 1 – Data flow diagram
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Schedule 3 - Sufficiency analysis

This Schedule provides details of the data flow for care episode data for looked after children through the platform. The data submitted by the CONTROLLER is the SSDA903 return on children looked after.

Nature and purpose of processing
The analysis will support Local Authorities to develop a better understanding of their respective looked after children populations and help them to determine if there is a sufficiency of local provision. Undertaking this work collaboratively will enable local authorities to identify themes/trends that may not be possible to identify at a local level. The analysis will also support benchmarking between different Local Authorities and geographies. 
The intention is that this analysis will support Local Authorities to meet their duty under Section 17 of the Children Act 1989, “to safeguard and promote the welfare of children within their area who are in need…by providing a range and level of services appropriate to those children’s needs,” and more specifically their Sufficiency Duty in respect of Section 22G of the Children Act 1989. This Act places a duty on Local Authorities to take steps that secure, so far as is reasonably practicable, sufficient accommodation for looked after children within their local area. This Duty was further outlined in Statutory Guidance issued by the Department for Education in 2010 which made explicit the requirement for Local Authorities to act strategically to address gaps in provision by ensuring that plans to meet this Duty were included in relevant commissioning strategies.
The analysis addresses many questions that are central to developing effective commissioning strategies such as:
· the distances children are placed from their homes, and any demographic factors that may lead to an increase in the likelihood that a young person is placed out of area; 
· how placement quality, as assessed by Ofsted, interacts with care episode stability;
· the quality of outcomes for children from minority groups; and
· the utilisation of local provision and if there are specific gaps in supply.

Scope of Processing
The data submitted by the CONTROLLER will include personal data, including special category data, about children and young people who have, in the six years prior to the analysis, been considered ‘looked-after’ within the meaning of the Children Act.
Personal data, including special category data to be processed:
· unique identifiers, including LA-issued identifiers;
· demographic information, including gender, date of birth and ethnicity;
· geographic identifiers, including home postcode, looked after placement postcode and Ofsted-issued placement unique reference number; and
· Children’s services episode information, including dates, need codes, legal status and outcomes, for care placement episodes.

Data minimisation
In consideration of the data required to produce the analysis, we have minimised the scope of individuals whose data are shared to only include individuals who have been considered ‘looked-after’ under the meaning of the Children Act 1989, in the six years prior to analysis.
Accordingly, in the course of data processing all information is removed about:
· children who have been placed for adoption (who have not also been ‘looked-after’ in the same time period);
· adopters of children; and
· care leavers.
For data subjects who are in the scope of the analysis, we have evaluated whether any fields containing identifiers and personal, sensitive information are required to conduct the analysis. Accordingly, in the same process above, the following data minimisation occurs:
· unique pupil number removed;
· date of birth degraded to month of birth (30x reduction in specificity); and
· postcodes (home and placement) degraded to postcode districts (~540x reduction in specificity).

Details of data processing
Data is uploaded by CONTROLLER and processed on the data platform as described in steps 1 and 2 of Schedule 2. 
The sub-processors responsible for analysis and sharing of data, as described in steps 3 & 4 of Schedule 2 are Social Finance Limited and London Borough of Ealing (trading as ‘The Commissioning Alliance’).
In addition:
· the data is joined to further data from Ofsted (based on URN and placement postcode) which describes placement providers;
· the joined dataset is transformed to provide views to serve particular analyses; and
· those views are made available to the London Borough of Ealing (trading as ‘The Commissioning Alliance’) to become the basis for dashboards which they will provide on to authorised users in the LAs.

Risk of individual re-identification
Users of the report will be able to filter visualisations in the report to sub-divide children by demographic variables, such as age, gender and ethnicity, as well as by additional dataset-specific variables, such as whether the child’s previous placement ended in ‘breakdown’.
In visualisations that display the number of children from a LA placed in a specific placement type in a selected postcode district, this has the potential to describe very small numbers of children, potentially as low as a single child. This is because the density of placements may be very low in less populated areas and the capacity of some placement types is also low.
Though a single child may be described in this way, no directly identifiable data about that child, such as an identifier or date of birth, can be accessed by the user. This functionality does increase the risk, however, that a child becomes re-identifiable due to the circumstances of their LA of origin, their demographic profile and their placement location.
A way to mitigate against this would be to set a threshold for the minimum number of children that a visualisation will display data about. However, given the very low capacity (<= 4 beds) of some of the placement types of most interest to commissioners in this kind of analysis, setting such a threshold would likely unacceptably reduce the value of the analysis. Therefore, no lower threshold is proposed for this analysis.

Security of hosting
The Power BI report is provided by London Borough of Ealing (trading as ‘The Commissioning Alliance’). Only analysts directly involved in the project working for or on behalf of London Borough of Ealing will be granted access for this purpose. Access is maintained by London Borough of Ealing and provided via Azure Active Directory.

Sharing of analysis
Commissioning Alliance share the Power BI report with named individuals only. Individuals with access to the report from each LA will be agreed by the LA and communicated to London Borough of Ealing. Access to the report is individually password protected, with sharing to new individuals only possible by London Borough of Ealing analysts. Existing links shared to individuals who do not have access will not provide access to the report. Dissemination of these aggregate analyses to individuals from organisations other than the LAs, such as with placement providers, will be managed based on agreement by DCSs in the region. Such sharing is likely to greatly increase the value of the analyses produced, as it will enable communication of outputs to both the creators and suppliers of the demand for care placements.
Responsibility for security and accuracy of data flows will be as follows:
	Responsibility
	Responsible party

	Deposit of data to the Data Platform
	CONTROLLER

	Processing of data on the Data Platform – individual level data is shared following this agreement
	Social Finance Limited

	Access to LA level report in Power BI – sharing of analysis
	London Borough of Ealing
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